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INTRODUCTION    
 

“We're taking the long view. We have to, because even as we fight today's fights, we must also be 
prepared for the fights that might come….” 

—Secretary of Defense Ash Carter, February 2, 2016 
 

The threat environment is changing as terrorists continue to explore new opportunities and 
methods of attack.  Terror attacks no longer fit into single-method categories, nor will they 
continue to operate on a horizontal plane.  Attacks are trending to combined active-shooter 
strikes, layered with explosives—and even fire and smoke as weapons.  Since  
September 11, 2001, spectacular attacks that kill thousands have remained elusive to terrorists, 
but the vulnerability of high-rise buildings again offers opportunities for mass murder and 
destruction.  Unlike 9/11, when the massive kinetic-incendiary devices of commercial planes 
were flown into high-rise buildings, tomorrow’s terrorist operatives will use a mix of guns, 
explosives and fire in super-tall buildings to return terrorist campaigns to a level of 
sensationalism. In this new vertical attack space, small bands of armed terrorists will augment 
bullets with strategically-placed improvised explosive devices and fires set from the interior to 
freely roam, potentially across a hundred floors, causing thousands of people to die from smoke 
inhalation, uncontrolled bleeding or severe burns.  

DEFINING VERTICAL TERRORISM  

The Fire Department of the City of New York (FDNY) Center 
for Terrorism and Disaster Preparedness (CTDP) defines 
Vertical Terrorism as an operational strategy to attack high-rise 
buildings using active shooters, explosive and fire as weapons.  
The unique characteristics of these tall buildings with large 
numbers of transitory people can be exploited by terrorists, who 
lay siege with small assault teams with semi-automatic weapons. 
If these operatives add fire and smoke to the attack, they could 
hold the entire building hostage and inflict an exponentially 
greater number of casualties.  

A response to Vertical Terrorism would essentially be a race 
against time, both to neutralize the attackers and to make contact with trauma patients for rapid 
triage, bleeding control and transport.  The active-shooter maxim, “stop the killing; stop the 
dying” will continue to gain prominence with response agencies grabbling to mitigate these two 
critical elements in vertical terrorism incidents.  

The solution to vertical terrorism is a coordinated organizational response, where police, fire and 
EMS personnel plan, train, and operate side-by-side.  In NYC, for example, when an emergency 
spans the mission set of more than one agency, the Citywide Incident Management Systems 
(CIMS), in full compliance of the National Incident Management System (NIMS), calls for 
Unified Command.  Contending with Vertical Terrorism will require more than just Unified 
Command, but a long-term unified effort across all phases of preparedness to include prevention, 
protection, mitigation, response and recovery.    

Vertical Terrorism is 
an operational 

strategy to attack 
high-rise buildings 

using active 
shooters, explosives 
and fire as weapons. 
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The solution to vertical terrorism is a coordinated organizational response, where police, 
EMS personnel plan, train, and operate side-by-side. I n  NYC, for example, when 
spans the mission set o f  more than one agency, the Citywide Incident 
(CIMS), in  ful l  compliance o f  the National Incident Management System (NIMS), 
Unified Command. Contending with Vertical Terrorism wil l  require more than 
Command, but a long-term unified effort across all phases of preparedness to include 
protection, mitigation, response 



The 9/11 Commission Report identified the “failure of imagination” as the number one failure 
leading up to the attacks on the World Trade Center and the Pentagon in 2001. Preparedness for 
the theoretical event requires a deep understanding of terrorist attack trends, a strong 
commitment to prepare for novelty, and a willingness to develop innovative methods of 
response. Preparing for Vertical Terrorism is an opportunity to imagine the unimaginable and to 
mitigate its effects before the event occurs. 

PREPARING FOR DENSE URBAN AREAS THREATS 
 
FDNY proposes three courses of immediate action: (1) strengthen intelligence requirements for 
prevention and preparedness; (2) involve building owners and managers to develop protective 
measures; and (3) have first responders develop tactics to mitigate potential attacks.  These 
recommendations should be the highest priority for the Department of Homeland Security, as 
well as State and Local governments.  The collective findings should discreetly be shared 
nationally and perhaps with the nation’s closest international allies.  

Strengthening Intelligence Requirements 

Shortly after the 2008 attacks in Mumbai, FDNY listed a set of intelligence requirements that 
included the use of fire and smoke as a weapon.  They asked the Intelligence Community to be 
aware of not only the use of fire as a weapon, but also any indicators or “chatter” about disabling 
fire suppression systems in high-rise buildings.  DHS I&A, along with the FBI, should consider 
using Fusion Centers to form an interagency team refining these intelligence requirements.  This 
team would define Intelligence requirements to examine chatter about high-rise buildings, with 
particular attention to: 

• Acquiring floor plans  
• Location and access to elevators, stairs and the building’s hazardous material  
• Control and disabling of building’s fire suppression, water supply, HVAC systems 
• Special construction features such as asymmetrical framing 
• Deployment of multiple attacks methods of active shooters, IEDs, fire and smoke  
• Any discussion of Vertical Terrorism as a marquee tactics for sensational violence 

Enhancing Private Sector Protective Measures 

The private sector needs to work closely with local police and fire departments to enhance their 
emergency action plans to protect high-rise building occupants from this vertical threat.  Critical 
infrastructure and key locations must also undertake the same evaluation process.  Different 
protection methods can be collected and analyzed to uncover the best practices.  A 
recommendation to legislate life safety requirements could be recommended by DHS to the 
NFPA and the International Code Council, which develops the International Building Code.  
Some areas for discussion are: 

• Enhance lobby security  
• Control stairway entry points (lockdown system to shelter-in-place) 
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• Emergency elevator operations and control (the use of Fireman Service) 
• Create safe areas of refuge on each floor 
• Communicate to occupants about the location of terrorists 
• Provide first responders with closed-circuit TV images for situational awareness 
• Encourage innovative new technology for secure voice, text and video communication 

between occupants and law enforcement.   
• Include tourniquets with building’s fire extinguishers and AEDs on each floor.  
• Revise Emergency Action Plans (EAPs) that address the options of evacuation (run), 

sheltering-in-place (hide) and the role of internal building security teams (fight). 
 

Developing First Responder Tactics 

While some first responders are working to develop tactics and procedures to deal with Vertical 
Terrorism, there is still a significant gap in managing complex events.  This gap in tactics is a 
national challenge that demands a new sense of urgency and commitment.  This study 
recommends that the Department of Homeland Security should use discretionary funding to form 
joint task forces of police, firefighters and medical personnel in the four largest cities (urban area 
agglomerations) in the country, namely, New York, Los Angeles, Chicago, and Washington, 
D.C., to develop tactics to counter Vertical Terrorism.   
 
These procedures have a dual response mission to “stop the killing; stop the dying.” Interagency 
Response Protocols should follow NIMS and provide common terminology and flexible 

operational guidelines to achieve each agency’s core 
competencies of threat mitigation and lifesaving medical 
procedures.  Primarily, these types of incidents involve law 
enforcement for threat suppression, force protection, and site 
security; and Fire Departments for pre-hospital care, 
including triage, bleeding control and victims transport to 
area hospitals.  However, new 3-D police tactics and tactical 

firefighting with force protection are needed to combat active shooters who intentionally-
damaged fire suppression systems and use of fire as a weapon. 
 
Ensuring that incident mitigation, medical interventions and safety objectives are met in a timely 
manner will require a high level of interagency communication, collaboration, and coordination.  
High-rise vertical tactics should be developed for three functional areas: (1) the hot zone—where 
terrorists are located; (2) the warm zone—a geographical area that has been quickly cleared by 
law enforcement with no visible threats where Rescue Task Forces of firefighters and EMS 
personnel under the force protection of police may be deployed for life safety operations; and (3) 
the cold zone—lower risk operations (e.g. victim transport to Trauma Centers). 
 
Terrorist attacks on high-rise buildings will require a near simultaneous effort to contain and 
neutralize the shooter, while pre-hospital care personnel work within the security umbrella of the 
warm zone during lifesaving medical care.  Developing new law enforcement tactics to 
neutralize the threat in a 3-D environment is urgently needed. This will include gathering 

The dual response 
mission for Vertical 

Terrorism is to stop the 
killing and stop the dying. 
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situational awareness from CCTV cameras, social media and digital floor plans, multiple floor 
rapid deployment of police, control of elevators and stairs, creating areas of refuge to shelter 
occupants in place and force protection for emergency medical care. 
 
When fire and smoke is used as a weapon and IEDs damage fire suppression systems, it will 
necessitate the implementation of joint tactical teams to quickly assess the nature and status of 
the fire suppression system, determine the extent of damage, isolate the damaged area, and apply 
repair technologies to restore system integrity. Damage mitigation will run a spectrum of tactics, 
from simply using the buildings isolation valves and fire hose to bypass damaged areas, to 
extreme damage cases requiring specialized equipment and highly-trained teams. 

 
A Tiered Response Pyramid is used to 
illustrate this joint effort to respond and 
manage multiple attacks in a high-rise 
building. The response to this type of 
incident takes the whole community 
working together. 
 
Additional research must be conducted 
to identify additional obstacles, such as 
blast damage to adjacent stairs, thermal 
rifle sights for law enforcement in 
smoke, growth of fire and effectiveness 
of sprinklers on uncontrollable fires, 
resilient configurations for fire 
suppression systems, technologies to 
lock down stair access to isolate 

terrorists and how best to coordinate law enforcement tactics in a 3-D environment. Research can 
also be conducted on similarities between terrorist attacks and threat mitigation procedures that 
have helped reduce the effect of an attack.  Writing tactics and procedures will require 
comprehensive red and blue team analysis from tabletop and full-scale exercises to discover gaps 
in the capability and to discover new tactics.   

CONCLUSION 
 

Countering the increased probability of terrorist attack in high-rise buildings that combines 
assault rifles, explosives and fire as a weapon will require a profound level of cooperation and 
preparation. Such complex events must be mitigated quickly to save lives.  Achieving this will 
entail a near simultaneous effort to neutralize or contain the shooter(s), while emergency medical 
responders care for patients within a security envelope.  “Stop the killing; stop the dying”—those 
six words, offer a powerful axiom to capture the essence of response priorities in the face of 
Vertical Terrorism.  Finally, we should remember that the greatest way to honor those first 
responders who were lost on 9/11 is to prepare for the next wave of vertical attacks. 
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