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Bottom Line Up Front-Highlights 

• Shortly after Russian President Vladimir Putin assumed power, Moscow's intelligence 
services began exhibiting increasingly aggressive behavior.  

• This included the targeted assassinations of enemies across Europe, the Middle East and 
in the United States.  

• In response, Western intelligence agencies increased efforts to recruit Russian 
intelligence officers as spies.  

• In this context, the attack on Sergei Skripal was not necessarily about his treason, but 
more of a warning to current Russian intelligence officers not to betray the government.  

To pedestrians passing outside the Maltings shopping center in Salisbury, England, on the 
afternoon of March 4, the pair slumped on a bench appeared to be another tragic case of opioid 
overdose. The younger woman was unconscious, having lost control of her bodily functions, and 
was propped against the older man, himself twitching and mumbling in an incoherent manner. 
But as police arrived at the scene and identified the victims, it soon became clear that this was 
not an accidental narcotics overdose. 
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Bottom Line Up Front-Highlights

• Short ly  after Russian President Vladimir Putin assumed power, Moscow's intelligence
services began exhibiting increasingly aggressive behavior.

• T h i s  included the targeted assassinations of enemies across Europe, the Middle East and
in the United States.

• I n  response, Western intelligence agencies increased efforts to recruit Russian
intelligence officers as spies.

• I n  this context, the attack on Sergei Skripal was not necessarily about his treason, but
more of a warning to current Russian intelligence officers not to betray the government.

To pedestrians passing outside the Makings shopping center in Salisbury, England, on the
afternoon of March 4, the pair slumped on a bench appeared to be another tragic case of opioid
overdose. The younger woman was unconscious, having lost control of her bodily functions, and
was propped against the older man, himself twitching and mumbling in an incoherent manner.
But as police arrived at the scene and identified the victims, it soon became clear that this was
not an accidental narcotics overdose.
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The man, 66-year-old Sergei Skripal, was a former colonel in Russia's military intelligence 
service (known as the GRU) and had been recruited by Britain's foreign intelligence service 
(MI6) in the 1990s. He had come to the United Kingdom in 2010 as part of a high-profile spy 
swap. The woman next to him was his 33-year-old daughter, Yulia, who had come to Salisbury 
from Russia to visit her father. Indeed, as police officers began to collapse after coming into 
contact with the pair, it quickly became evident that this was yet another case in which a former 
Russian intelligence officer was poisoned in the United Kingdom. And with this latest attack, 
Russia under President Vladimir Putin is letting the intelligence world know that it is changing 
the rules: Betrayal can make you and your family a target, even if you're no longer in the game. 

The Vengeance Motive 

Just over a week later, on March 12, British Prime Minister Theresa May told Parliament that 
investigators have identified the poison used against the Skripals as one belonging to the 
Novichok group of specialized nerve agents. The use of a military-grade chemical agent linked 
to Russian weapons development laboratories marks a clear trail back to Moscow. While it took 
10 years for London to officially accuse the Kremlin over the poisoning of former Russian agent 
Alexander Litvinenko in 2006, it took little over a week for May to officially blame Russia in the 
Skripal attack. London's quick reaction is likely by design: It is clear that Russia wanted the 
world to know it was behind this attempted assassination. Many have speculated that the attack is 
driven by a need for revenge, and while that may play some part, I believe the Kremlin had a 
much more timely motive for sanctioning the attack. 

According to press reports, it appears that MI6 recruited Skripal in the early 1990s, perhaps 
while he was a GRU officer in Spain. He then spied for the British until his arrest in 2004. 
According to The Independent newspaper, he had left the GRU in 1999 and taken a position at 
the Russian Foreign Ministry — another prime target for British intelligence — until leaving the 
government and going into business in 2003. He was arrested in a highly publicized operation in 
2004 and convicted in 2006. Skripal was sentenced to 13 years in prison for his treachery, which 
purportedly involved identifying GRU officers to his British handlers, among other things. 

His relatively short prison sentence is an interesting fact in this case. In the past, many Russian 
intelligence officers caught conducting espionage for the United States or other foreign powers 
were executed after being convicted. For example, Maj. Gen. Dmitri Polyakov, also a GRU 
officer, was executed in 1988 after being convicted of spying for the United States. (He had been 
betrayed by Aldrich Ames, a CIA officer who spied for Russia.) Valery Martynov, Boris Yuzhin 
and Sergei Motorin are three other intelligence officers who were executed after Ames divulged 
their identities to his Russian masters. Incidentally, turncoat FBI agent Robert Hanssen also 
apparently provided the identities of these three agents to his handlers in Russia's foreign 
intelligence agency, the SVR. 

While there were rumors that Skripal was somehow linked to the recent work of former MI6 
officer Christopher Steele, who compiled a highly controversial dossier alleging cooperation 
between Donald Trump's presidential campaign and the Kremlin, those allegations appear 
unfounded. Skripal does not look to have been actively engaged in any controversial espionage 
work against Russia that would have placed him in the Kremlin's crosshairs. 
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The targeting of personnel exchanged in spy swaps — and their families — is a 
long-standing taboo. 

So, if Skripal's treachery decades ago was deemed serious enough to warrant his death today, 
why didn't the Russians simply execute him in 2006? Even if they chose to hold him as bait for a 
future spy swap — which he ultimately was — why was he not dealt a far more severe 
punishment? Thirteen years seems a paltry sentence for espionage deemed egregious enough to 
merit assassination many years later. Because of this, I don't believe that Skripal was attacked 
solely because of his treason. 

The State of Intelligence 

To understand the true reason for the attack, we must consider the current intelligence 
environment first. After the ascension of former KGB officer and Federal Security Service (FSB) 
Director Vladimir Putin to Russia's presidency in 2000, we witnessed a dramatic resurgence of 
Russian domestic and foreign intelligence efforts. By the mid-2000s, Russia's intelligence 
agencies had become far more assertive not only in their collection activities, but also in their 
wet operations — assassinations and other dirty jobs. Opponents of the Kremlin at home and 
abroad began to die. And many of these operations, including the murders of journalist Anna 
Politkovskaya and former FSB officer Litvinenko, were deliberately brazen. The use of a rare 
radioactive isotope (polonium-210) in the Litvinenko murder was akin to leaving a calling card 
at the scene of a crime. There are far more subtle ways to kill someone, and Russia frequently 
employs such methods. Thanks to the elaborate means used, it's not hard to conclude that the 
Kremlin wanted to make it clear that it was responsible for killing Litvinenko. Likewise, I 
believe that the use of a rare nerve agent in the Skripal attack was intentional — and another 
example of the Russians leaving a "calling card."  

And these wet operations haven't been confined to Moscow or London; enemies of the Kremlin 
have been assassinated in Ukraine, Turkey, the Middle East and even the United States. Such 
attacks are also unlikely to end anytime soon. Russian opposition leader Boris Nemtsov was 
assassinated in Moscow in February 2015, and former Russian Press Minister and Putin 
confidant Mikhail Lesin was bludgeoned to death in a Washington, D.C., hotel room in 
November 2015, after he reportedly ran afoul of the Kremlin.   

Of course, intelligence agencies in the West have duly noted this aggression, as well as the 
Kremlin's very active hacking efforts and information operations. While these cyber activities are 
increasingly well-known in the United States, Russian intelligence agencies have also been 
directing information operations against Ukraine, the United Kingdom — ahead of the Brexit 
vote — and in several other European countries, often ahead of elections. Indeed, the Russians 
are directly attempting to foment discord and dissension in the West. 

In response, Western intelligence agencies have increased their efforts to recruit Russian 
intelligence officers. Especially sought-after are those with knowledge of programs directed 
against the West, and those who can help agencies understand — and get ahead — of Russian 
operations. This has led to an increase in Russian counterintelligence efforts. In January 2017, a 
number of FSB information security officers and some members of a prominent hacking 
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group were arrested and charged with treason for apparently providing information on the 
Russian efforts to interfere in the U.S. presidential election. 

Putin is outspoken in his criticism of Russians who spy for foreign governments and 
has even made direct threats. 

 

Putin's Rules 

The Russian president is outspoken in his criticism of Russians who spy for foreign governments 
and issues threats in unsubtle terms, making statements such as "traitors will kick the bucket." In 
the wake of the Skripal attack, Russian state media have also adopted this theme. For example, 
Kirill Kleymenov, a news presenter for state TV's primary station, Channel One, said in a March 
7 broadcast, "I have a warning: Being a traitor is one of the most dangerous professions in the 
world." He also noted with a bit of sardonic humor that it was dangerous for Russians who turn 
on the motherland to move to England because they tend to die under mysterious circumstances. 
Referring specifically to the United Kingdom, Kleymenov commented: "Something is not right 
there. Maybe it's the climate. But in recent years there have been too many strange incidents with 
a grave outcome. People get hanged, poisoned, they die in helicopter crashes and fall out of 
windows." 

Some have expressed a belief that Russia wasn't behind the Skripal attack because people who 
were pardoned and involved in spy exchanges (and who do not return to active intelligence work 
against their home country) are generally considered safe from retribution. The argument is that 
the attack on Skripal would be in contravention of long-established espionage protocols — such 
activity could destroy the concept of spy swaps. However, given the brazenness with which 
Russian intelligence has been operating under Putin, and the lack of real consequences for these 
bold actions, there doesn't appear to be any reason for them to abide by these rules. Indeed, they 
are rewriting them for the current intelligence war as they please. 

And as Russia continues this exchange with the West, it wants to remind its intelligence officers 
that betraying the Kremlin is treacherous. And even if personnel make it out of Russia, Western 
intelligence agencies cannot protect them. The long arm of Russian intelligence will reach out 
and kill them — and their families, which is another long-standing taboo. This is the chilling 
message sent by the Skripal attack. And it has been received loud and clear, even if Skripal and 
his daughter ultimately manage to survive the attack. 
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Will US Join UK in Challenging Russia over 
Nerve Agent Spy Attack? 
Cipher Brief Analysis 
March 13, 2018 | 

 

 

In a speech before Parliament, British Prime Minister Theresa May said it was “highly likely” 
Russia was behind a “military grade” nerve agent attack—an assassination attempt—on former 
spy Sergei Skripal and his daughter. 

“Should there be no credible response, we will conclude that this action amounts to an unlawful 
use of force by the Russian state against the United Kingdom,” May added.  

Following her speech, White House Press Secretary Sarah Sanders offered the following 
statement: “We stand with our ally and fully support them and are ready if we can be of any 
assistance to them.” She did not comment on May’s “highly likely” attribution of the incident to 
Russia. 

Secretary of State Rex Tillerson followed up with more forceful comments: “We have full 
confidence in the UK’s investigation and its assessment that Russia was likely responsible for the 
nerve agent attack… We agree that those responsible – both those who committed the crime and 
those who ordered it – must face appropriately serious consequences.” 

We asked a number of our experts to respond to these developments—and to comment on what 
the UK and its allies should do next. Their comments are edited for print below. 

Gen. (Ret.) Michael Hayden, former CIA & NSA Director 
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I don’t think that the British security services—MI5, MI6, GCHQ—would have allowed May to 
go out there and say “it was highly likely that” without her having a good body of evidence. And 
by that I mean, just beyond the forensics that this type of chemical has been historically with 
Russian chemical programs. 

My initial instinct was that nothing in my life experience prompted me to reject that this could 
have been the Russians. It fits a pattern. And the fact that the prime minister felt comfortable 
enough to say “highly likely” suggests to me that her intelligence services have a body of 
knowledge that gives her confidence in saying that. 

What do you make of May’s response, calling the incident an “unlawful use of force by the 
Russian state against the United Kingdom?” And what do you believe the UK, U.S. and other 
allies should do next? 

That’s a pretty strong statement on the part of the prime minister. 

And Tillerson’s comments are heartening. He touches on all the key points, saying whoever is 
responsible must face serious consequences. Does White House endorse? Can we expect to hear 
similar commentary from POTUS?  Why did Sarah Sanders avoid saying this? 

In fact, I’ve not even seen American intelligence make the claim or give supportive words that 
they too believe the Russians are behind this. I think a very fair question to ask American 
intelligence would be: Do you concur with the prime minister’s statement that it is highly likely 
Russia is responsible? I’d love to see the response to that. (The Office of the Director for 
National Intelligence did not immediately respond to The Cipher Brief’s request for comment.) 

Then, given that Great Britain is such a close friend, that it’s a NATO ally, that if Great Britain 
believes this is an unlawful use of force by the Russian state, that would seem to involve 
NATO’s Article 5—an attack against one is an attack against all—which isn’t suggesting some 
sort of military response, but it is suggesting a response, maybe consistent with the British 
response. If they impose sanctions, should the other members of the alliance and particularly the 
United States, do a similar thing? 

Do you have any comments on how the Russians have played this off as an anti-Russian 
campaign, a circus of media lies, and so on? 

What else are they going to say? There really aren’t many options here. We used to sell T-shirts 
at the agency that said, “Admit nothing, deny everything, make counter-accusations.” We 
thought it was just a T-shirt, not national policy. 

Nothing in my experience makes me skeptical of the British conclusion. That’s not saying I’ve 
seen the evidence, but this is of a pattern, and so I am for one quite willing to believe that the 
prime minister is very likely correct. 

Would you say the U.S. decision not to name Russia as responsible was more likely a political 
decision, rather than any issue with the intelligence or anything to that effect? 
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Well, the other possibility is that we don’t agree with the British, and we believe that the prime 
minister is out in front of her headlights. And if that’s the case, I would like to know that. 

Michael Sulick, former director of CIA’s National Clandestine Service 

Not surprised considering that the Putin regime relies on political assassination to silence its 
enemies and it hardly suffered from dispatching Alexander Litvinenko on British soil in 2006. 
Skripal was not a vocal critic of the regime like Litvinenko but was still a bitter pill to swallow. 
The Russians had to begrudgingly release Skripal in a spy swap resulting from the utterly 
humiliating loss of its illegals network in the U.S., and Putin– as well as Russian intelligence– 
vow revenge for humiliation… 

Russian use of nerve agents in these so-called “wet” operations follows a long tradition — In 
1957 and then in 1959, Bogdan Stashinsky, a KGB assassin who later defected to the west, 
murdered two anti-Soviet Ukrainian nationalists by using a spray gun to fire a jet of cyanide-
laced gas into their faces.Two decades later the KGB supplied the Bulgarians with ricin to 
assassinate dissident Georgi Markov in London, and, more recently, strident Putin critic 
Litvinenko was poisoned to death with polonium, which, like the novichok agent reportedly used 
in the Skripal attack, is not exactly a staple found on the shelves of British tea shops. 

Given that this is the second undoubtedly Russian inspired murder in recent years and innocent 
civilians were threatened as well, the UK has to take the lead by not only fierce condemnation of 
the incident, but very vocal and harsh retaliation, including a number of measures, demanding 
that Russia allows inspection of its chemical/biological weapons stockpiles, levying additional 
economic sanctions, pressure on Russian oligarchs who are Putin cronies yet enjoy the comforts 
of London residency, and isolating the Putin regime even further  in international fora. 

Once the U.S. has examined and presumably agrees with the British conclusions about the origin 
of the nerve agent, the administration should join in any measures that hurt Putin’s pocketbook 
and international prestige, two factors of critical importance to his regime. Unless the response 
truly hurts Russia in critical areas, they won’t have any effect. 

The U.S. also has to make it crystal clear to the Russians that any similar attempt on American 
soil will result in a swift and forceful response that will significantly damage their interests 
(despite their historic thirst for revenge against traitors, the KGB and its successors have been 
reluctant to act on American soil — thus far –but Putin is not above breaking precedent. Since 
the highly suspicious “suicide” of Soviet intelligence defector Walter Krivitskiy in 1941, there 
has been little evidence of KGB assassinations or attempts in the US – though mystery still 
surrounds the death of former Putin crony turned foe Mikhail Lesin in Washington in 2015. 

Steven Hall, former member of the CIA’s Senior Intelligence Service 

If the British intelligence services and law enforcement folks are to be believed, Russia authored 
this attack. They seem to have narrowed down with a great deal of specificity what the nerve 
agent was and where it came from, identifying the family of nerve agents it came from, and 
identifying that it was manufactured by Russia. 

Well, the other possibility is that we don't agree with the British, and we believe that the prime
minister is out in front of her headlights. And if that's the case, I would like to know that.

Michael Sulick, former director of CIA's National Clandestine Service

Not surprised considering that the Putin regime relies on political assassination to silence its
enemies and it hardly suffered from dispatching Alexander Litvinenko on British soil in 2006.
Skripal was not a vocal critic of the regime like Litvinenko but was still a bitter pill to swallow.
The Russians had to begrudgingly release Skripal in a spy swap resulting from the utterly
humiliating loss of its illegals network in the U.S., and Putin— as well as Russian intelligence—
vow revenge for humiliation...

Russian use of nerve agents in these so-called "wet" operations follows a long tradition — In
1957 and then in 1959, Bogdan Stashinsky, a KGB assassin who later defected to the west,
murdered two anti-Soviet Ukrainian nationalists by using a spray gun to fire a jet of cyanide-
laced gas into their faces.Two decades later the KGB supplied the Bulgarians with ricin to
assassinate dissident Georgi Markov in London, and, more recently, strident Putin critic
Litvinenko was poisoned to death with polonium, which, like the novichok agent reportedly used
in the Skripal attack, is not exactly a staple found on the shelves of British tea shops.

Given that this is the second undoubtedly Russian inspired murder in recent years and innocent
civilians were threatened as well, the UK has to take the lead by not only fierce condemnation of
the incident, but very vocal and harsh retaliation, including a number of measures, demanding
that Russia allows inspection of its chemical/biological weapons stockpiles, levying additional
economic sanctions, pressure on Russian oligarchs who are Putin cronies yet enjoy the comforts
of London residency, and isolating the Putin regime even further in  international fora.

Once the U.S. has examined and presumably agrees with the British conclusions about the origin
of the nerve agent, the administration should join in any measures that hurt Putin's pocketbook
and international prestige, two factors of critical importance to his regime. Unless the response
truly hurts Russia in critical areas, they won't have any effect.

The U.S. also has to make it crystal clear to the Russians that any similar attempt on American
soil will result in a swift and forceful response that will significantly damage their interests
(despite their historic thirst for revenge against traitors, the KGB and its successors have been
reluctant to act on American soil — thus far —but Putin is not above breaking precedent. Since
the highly suspicious "suicide" of Soviet intelligence defector Walter Krivitskiy in 1941, there
has been little evidence of KGB assassinations or attempts in the US — though mystery still
surrounds the death of former Putin crony turned foe Mikhail Lesin in Washington in 2015.

Steven Hall, former member of the CIA's Senior Intelligence Service

I f  the British intelligence services and law enforcement folks are to be believed, Russia authored
this attack. They seem to have narrowed down with a great deal of specificity what the nerve
agent was and where it came from, identifying the family of nerve agents it came from, and
identifying that it was manufactured by Russia.



Now that we actually know the providence of the particular nerve agent, it’s clearly Russia, so 
the question now becomes—what is not only the UK going to do about it, but what is the West 
writ large going to do about it? So that’s really the next step, which I think May is in the process 
of working through in the Parliament. 

What do you think of May’s response to the incident?  

Her response is a perfectly reasonable one, and I think it’s a good and firm response because it 
doesn’t just leave something out there like, “This was Russia and it’s a very bad thing,” or “We 
know it’s Russia but we can’t say any more, or do any more.” 

She’s set specific guidelines, and actually put Russia in a good position—good from the 
perspective of the UK and the West—by saying either they were the authors of the attack, 
because it was their agent, or ‘if you don’t have any control over those stockpiles, we need to 
have inspectors come in to make sure everything is being handled and secured correctly.’ She’s 
put them in a binary position. 

The Russians, of course, are simply going to do what we already saw the foreign ministry’s 
spokesperson Maria Zakharova say, which is that this is a big circus. They will always simply try 
to lie bigger and harder, which is what they always do when confronted with a situation like this. 

How does this incident fit in with past Russian use of nerve agents and incidents of assassination 
outside Russian borders? 

First, I think circumstantially you have to look at what do we know. We know that the Russian 
special services – nowadays what’s known as the SVR, their external services, but what was 
previously the KGB – was responsible for doing these types of assassination operations, whether 
or not it used a ricin-tipped umbrella or, like with Mr. Alexander Litvinenko, they’ve used a 
radioactive isotope or, as in this case, where it’s used a nerve agent. 

First and foremost, you have Russian intelligence services going after opponents of whoever’s in 
power outside of Russia and doing so illegally. We’re talking about, basically, murders and 
assassination attempts. That sets aside a completely different category when they do that inside 
of Russia but that’s another art form, another set of circumstances. 

But if you just narrow it down to the external stuff…the second thing you’ve got is, with Mr. 
Skripal, who the Russians who view as a traitor because he was reportedly an informant or asset 
of MI6, he would be a perfectly logical target for this type of attack because, not only did the 
Russians want to get rid of him – and I think that would be emotionally satisfying for Putin – but 
they also want to send a strong message to other potential and future spies: If you spy for the 
West or whoever, eventually we will find you even if you are relocated outside of Russia. That’s 
another reason why we have to say Russia was really responsible for this. 

Why has the U.S. not followed its ally’s example in naming Russia as the likely source of this 
attack? Do you think the U.K. hasn’t shared their intelligence with us because they don’t trust 
us? Is there any reason the U.S. government wouldn’t trust their attribution?  

Now that we actually know the providence of the particular nerve agent, it's clearly Russia, so
the question now becomes—what is not only the UK going to do about it, but what is the West
writ large going to do about it? So that's really the next step, which I think May is in the process
of working through in the Parliament.

What do you think of May's response to the incident?

Her response is a perfectly reasonable one, and I think it's a good and firm response because it
doesn't just leave something out there like, "This was Russia and it's a very bad thing," or "We
know it's Russia but we can't say any more, or do any more."

She's set specific guidelines, and actually put Russia in a good position—good from the
perspective of the UK and the West—by saying either they were the authors of the attack,
because it was their agent, or ' i f  you don't have any control over those stockpiles, we need to
have inspectors come in to make sure everything is being handled and secured correctly.' She's
put them in a binary position.

The Russians, of course, are simply going to do what we already saw the foreign ministry's
spokesperson Maria Zakharova say, which is that this is a big circus. They will always simply try
to lie bigger and harder, which is what they always do when confronted with a situation like this.

How does this incident fit in with past Russian use of nerve agents and incidents of assassination
outside Russian borders?

First, I think circumstantially you have to look at what do we know. We know that the Russian
special services — nowadays what's known as the SVR, their external services, but what was
previously the KGB — was responsible for doing these types of assassination operations, whether
or not it used a ricin-tipped umbrella or, like with Mr. Alexander Litvinenko, they've used a
radioactive isotope or, as in this case, where it's used a nerve agent.

First and foremost, you have Russian intelligence services going after opponents of whoever's in
power outside of Russia and doing so illegally. We're talking about, basically, murders and
assassination attempts. That sets aside a completely different category when they do that inside
of Russia but that's another art form, another set of circumstances.

But if you just narrow it down to the external stuff.. .the second thing you've got is, with Mr.
Skripal, who the Russians who view as a traitor because he was reportedly an informant or asset
of MI6, he would be a perfectly logical target for this type of attack because, not only did the
Russians want to get rid of him — and I think that would be emotionally satisfying for Putin — but
they also want to send a strong message to other potential and future spies: I f  you spy for the
West or whoever, eventually we will find you even if you are relocated outside of Russia. That's
another reason why we have to say Russia was really responsible for this.

Why has the U.S. not followed its ally's example in naming Russia as the likely source of this
attack? Do you think the U K  hasn't shared their intelligence with us because they don't trust
us? Is there any reason the US. government wouldn't trust their attribution?



With regard to the American response to the situation, I’m somewhat disappointed because I 
think it’s an opportunity. Regardless of what your analysis of the situation is, there is certainly 
enough information that the British have put out there that would allow even a very, very weak 
U.S. condemnation of the attack. I think there’s more than enough evidence for the White House 
to speak out more strongly. 

It’s not to say they won’t in the future. But with this administration, it’s like anytime Russia 
comes up, it’s like nails on a chalkboard for them. They don’t want to address it, they don’t want 
to talk about it because it’s a bigger thing. I think it’s more of a political thing but the response 
that Britain together with the U.S. and others is going to be the key next step. 

Does the U.K.’s statement that this is an unlawful use of force by Russia against the U.K. invoke 
anything vis-à-vis NATO?  

This is something that Vladimir Putin is expert at: using open society and Western approaches to 
these things against us. The Kremlin knows that right now, to get any type of international 
coalition to do something against Russia is an extremely difficult thing. They actually annexed a 
country, Crimea, and there were still some members of the European Union and the international 
community who couldn’t quite bring themselves to condemn that, so they know this is tricky. 

They also know that this particular American administration doesn’t want to hear the words 
“Russia” and “Putin” anymore than it has to. They also know that, in the case of the U.K., there’s 
a lot of Russian money in London and other parts of U.K. infrastructure. Putin knows all those 
things and he knows that that gives him some wiggle room. 

Could it turn into a NATO Article 5 issue, that requires a combined NATO ally response? It 
certainly could if NATO came together and invoked Article 5. I think the UK could do that 
unilaterally (as the U.S. did after the attacks of 9/11). 

I think a good start would be if they took the 20 most important richest Russian oligarchs and 
froze all their holdings in the U.K. and banned them from travelling to the U.K. That would 
certainly get a lot of attention, which was not done after Litvinenko. 

We are in a tricky position because we are all open societies and we can’t do what Putin would 
do – which is to go out and kill somebody else and throw a bunch of people in jail without due 
process. We can’t do that. They know that and they’ll take advantage of it. 

John Sipher, former member of the CIA’s Senior Intelligence Service, who served in 
Russia 

The Prime Minister’s comments were logical and appropriate. The Russian use of murder as part 
of statecraft is well known, and their consistent absurd lies to cover up other clear crimes over 
the past several years suggests that we should pay no attention whatsoever to their claims of 
innocence. In fact, I think the comments by the Russian Embassy in London have been way out 
of line with those expected from diplomatic missions in the 21st century. 

With regard to the American response to the situation, I'm somewhat disappointed because I
think it's an opportunity. Regardless of what your analysis of the situation is, there is certainly
enough information that the British have put out there that would allow even a very, very weak
U.S. condemnation of the attack. I think there's more than enough evidence for the White House
to speak out more strongly.

It's not to say they won't in the future. But with this administration, it's like anytime Russia
comes up, it's like nails on a chalkboard for them. They don't want to address it, they don't want
to talk about it because it's a bigger thing. I think it's more of a political thing but the response
that Britain together with the U.S. and others is going to be the key next step.

Does the U K  's statement that this is an unlawful use offorce by Russia against the U.K. invoke
anything vis-a-vis NATO?

This is something that Vladimir Putin is expert at: using open society and Western approaches to
these things against us. The Kremlin knows that right now, to get any type of international
coalition to do something against Russia is an extremely difficult thing. They actually annexed a
country, Crimea, and there were still some members of the European Union and the international
community who couldn't quite bring themselves to condemn that, so they know this is tricky.

They also know that this particular American administration doesn't want to hear the words
"Russia" and "Putin" anymore than it has to. They also know that, in the case of the U.K., there's
a lot of Russian money in London and other parts of U.K. infrastructure. Putin knows all those
things and he knows that that gives him some wiggle room.

Could it turn into a NATO Article 5 issue, that requires a combined NATO ally response? It
certainly could if NATO came together and invoked Article 5. I  think the UK could do that
unilaterally (as the U.S. did after the attacks of 9/11).

I think a good start would be i f  they took the 20 most important richest Russian oligarchs and
froze all their holdings in the U.K. and banned them from travelling to the U.K. That would
certainly get a lot of attention, which was not done after Litvinenko.

We are in a tricky position because we are all open societies and we can't do what Putin would
do — which is to go out and kill somebody else and throw a bunch of people in jail without due
process. We can't do that. They know that and they'll take advantage of it.

John Sipher, former member of the CIA's Senior Intelligence Service, who served in
Russia

The Prime Minister's comments were logical and appropriate. The Russian use of murder as part
of statecraft is well known, and their consistent absurd lies to cover up other clear crimes over
the past several years suggests that we should pay no attention whatsoever to their claims of
innocence. In fact, I think the comments by the Russian Embassy in London have been way out
of line with those expected from diplomatic missions in the 21st century.



How does this incident fit with Russia’s past use of these types of nerve agents, assassinations of 
defectors, etc? 

This effort is fully consistent with Russia’s use of assassination.  I was surprised, however, that 
Skripal was a target in this case. Putin has made clear that he considers Russian defectors as 
traitors and will continue to look for means to lure them to Russia or kill them.  However, 
Skripal served time in Russian prisons and was swapped as part of a negotiation to return 
Russian illegal who were caught red-handed in the U.S.  I would have assumed that since his 
name was public and that the Russians themselves turned him over, he would not have been high 
on the list of those in Putin’s sights.  It seems to be a serious escalation, and that Putin had other 
motives for murdering him. 

Now that the UK has made this public determination, what—in your view—should be done in 
response, by the UK and its allies, including the U.S.? 

Russia continues to push the boundaries of political warfare and the western response should be 
strong. I would support a variety of coordinated responses to include denying visas to Russian 
travelers, negotiating to remove Russia from Interpol (which they abuse for political purposes), 
denying their sports teams from participating in international events, coordinating a boycott of 
the World Cup in Moscow and even listing them as a state sponsor of terrorism. 

Cipher Brief expert comments compiled by content manager Brian Garrett-Glaser and intern 
Fred Ludtke. 
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the World Cup in Moscow and even listing them as a state sponsor of terrorism.
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As Putin’s Opponents Flocked to London, 
His Spies Followed 
The NY Times 
By ELLEN BARRY 
MARCH 12, 2018  

 
A tent covered the park bench on Monday in Salisbury, England, where the former Russian 
intelligence agent Sergei V. Skripal and his daughter Yulia were found after being poisoned. 
Credit Henry Nicholls/Reuters  

LONDON — In 2014, the Russian opposition figure Vladimir L. Ashurkov fled Moscow for 
London, and breathed a sigh of relief. After months of being followed by the Kremlin’s 
intelligence agents to meetings, culminating in a televised raid of his apartment, he finally let his 
guard down, disappearing into the elegant, polyglot streets of Kensington. 

Six months passed before he realized that he was still being followed. 

An old friend returned from a trip to Russia with unnerving news: In Moscow, security officials 
had asked detailed questions about a private conversation he had with Mr. Ashurkov in a London 
cafe. As he built his life in London, Mr. Ashurkov learned to look for Russian agents reflexively 
— men in dark suits sitting alone at émigré gatherings, dinner-party acquaintances rumored to be 
informants. 

“You can’t do much about it,” he said. “Even after you escape from Moscow to London, you 
know they have long hands.” 

Russia now has more intelligence agents deployed in London than at the height of the Cold War, 
former British intelligence officials have said. They serve a variety of functions, including 
building contacts among British politicians. But the most important task is to keep an eye on the 
hundreds of heavyweight Russians — those aligned with President Vladimir V. Putin, and those 
arrayed against him — who have built lives in Britain, attracted by its property market and 
banking system. 
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LONDON — In 2014, the Russian opposition figure Vladimir L. Ashurkov fled Moscow for
London, and breathed a sigh of relief. After months of being followed by the Kremlin's
intelligence agents to meetings, culminating in a televised raid of his apaitment, he finally let his
guard down, disappearing into the elegant, polyglot streets of Kensington.

Six months passed before he realized that he was still being followed.

An old friend returned from a trip to Russia with unnerving news: In Moscow, security officials
had asked detailed questions about a private conversation he had with Mr. Ashurkov in a London
cafe. As he built his life in London, Mr. Ashurkov learned to look for Russian agents reflexively
— men in dark suits sitting alone at émigré gatherings, dinner-party acquaintances rumored to be
informants.

"You can't do much about it," he said. "Even after you escape from Moscow to London, you
know they have long hands."

Russia now has more intelligence agents deployed in London than at the height of the Cold War,
former British intelligence officials have said. They serve a variety of functions, including
building contacts among British politicians. But the most important task is to keep an eye on the
hundreds of heavyweight Russians — those aligned with President Vladimir V. Putin, and those
arrayed against him — who have built lives in Britain, attracted by its property market and
banking system.
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The poisoning last week of Sergei V. Skripal, a retired Russian double agent, and his daughter 
has put pressure on the British government to rein them in. 

Photo  

  The Russian opposition figure Vladimir Ashurkov in 
West London this weekend. Credit Andrew Testa for The New York Times  

The British authorities once devoted abundant resources to tracking the movement of Soviet 
agents here. But in recent years terrorist threats have become the clear priority, and MI5 has 
fewer resources to keep pace with Russia’s expanding operations, said John Bayliss, who retired 
from the Government Communications Headquarters, Britain’s electronic intelligence agency, in 
2010 and now lectures on security threats. 

Related Coverage 

Britain Blames Moscow for Poisoning of Former Russian Spy MARCH 12, 2018  

 

Russia Dismisses U.K.’s Accusation Over Spy’s Poisoning MARCH 13, 2018  

  

“I think it’s sort of accepted that there are more spies in London now than there were at the 
height of the Cold War,” he said. “In the Cold War, it was quite difficult for Russians to move 
around the country, they were restricted outside London. But now they’ve pretty much got free 
movement, they can go anywhere. We haven’t got enough people to follow everybody all the 
time.” 

London is also a base for commercial intelligence-gathering firms, like the one headed by the 
former MI6 agent Christopher Steele, who built a dossier on President Trump’s links with Mr. 
Putin. The Russian government is keenly interested in these efforts, and their sources. 

As a young K.G.B. officer, Mr. Putin was first assigned to a station in the East German city of 
Dresden, which dispatched spies to steal technological secrets and compromise and recruit 
influential figures, in both West and East Germany. As Russia’s leader, he has expanded foreign 
intelligence networks so that they “reached or surpassed Cold War levels,” said Mark Galeotti, a 
Russia expert at the Institute of International Relations in Prague. 

The poisoning last week of Sergei V. Skripal, a retired Russian double agent, and his daughter
has put pressure on the British government to rein them in.
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height of the Cold War," he said. "In the Cold War, it was quite difficult for Russians to move
around the country, they were restricted outside London. But now they've pretty much got free
movement, they can go anywhere. We haven't got enough people to follow everybody all the
time."

London is also a base for commercial intelligence-gathering firms, like the one headed by the
former MI6 agent Christopher Steele, who built a dossier on President Trump's links with Mr.
Putin. The Russian government is keenly interested in these efforts, and their sources.

As a young K.G.B. officer, Mr. Putin was first assigned to a station in the East German city of
Dresden, which dispatched spies to steal technological secrets and compromise and recruit
influential figures, in both West and East Germany. As Russia's leader, he has expanded foreign
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“There is a sense that Russia is geopolitically in competition with the West,” he said. “In these 
current circumstances, spies are relatively cheap and relatively effective. This is the way Putin 
runs his state.” 

Over the last 10 years, Britain has granted political asylum to a parade of Mr. Putin’s critics, big 
and small, who have blended seamlessly into “Londongrad.” It is a place where, as one denizen 
explained, a bureaucrat on vacation could dine cordially with a dissident novelist who speaks at 
anti-Putin rallies. 

 
Military personnel worked to remove a vehicle near Salisbury on Monday as part of the inquiry 
into the poisoning of Sergei and Yulia Skripal. Credit Adrian Dennis/Agence France-Presse — 
Getty Images  

A former British intelligence official, speaking on the condition of anonymity in line with 
protocols, described it as “a lot of Putin’s friends, and former friends, and enemies and allies, all 
swirling around together in this moneyed scene.” 

“And of course half of them send their kids to British public schools,” the former official added, 
using the British term for private schools. 

In interviews, prominent Russians here described a growing awareness that they were under 
close watch by the Kremlin. 

Yevgeny Chichvarkin, a mobile-phone tycoon who complained publicly about official 
corruption, fled Moscow for London in 2009 and was later accused of kidnapping and blackmail. 
Mr. Chichvarkin, who met for an interview in a fashionably moth-eaten pink cardigan and gaudy 
pantaloons, now owns Hedonism, a Mayfair wine shop where one bottle of vintage cognac is 
priced at $340,000. 

Mr. Chichvarkin said he had realized that he was under surveillance shortly after moving here, 
when he observed a group of two or three men standing for hours around 100 yards from his 
front door. Peering at them more closely, he saw that they were passing the time by peeling and 
eating sunflower seeds, a habit common among men from the Russian countryside. 

"There is a sense that Russia is geopolitically in competition with the West," he said. "In these
current circumstances, spies are relatively cheap and relatively effective. This is the way Putin
runs his state."

Over the last 10 years, Britain has granted political asylum to a parade of Mr. Putin's critics, big
and small, who have blended seamlessly into "Londongrad." It is a place where, as one denizen
explained, a bureaucrat on vacation could dine cordially with a dissident novelist who speaks at
anti-Putin rallies.

Military personnel worked to remove a vehicle near Salisbury on Monday as part of the inquiry
into the poisoning of Sergei and Yulia Skripal. Credit Adrian Dennis/Agence France-Presse —
Getty Images

A former British intelligence official, speaking on the condition of anonymity in line with
protocols, described it as "a lot of Putin's friends, and former friends, and enemies and allies, all
swirling around together in this moneyed scene."

"And of course half of them send their kids to British public schools," the former official added,
using the British term for private schools.

In interviews, prominent Russians here described a growing awareness that they were under
close watch by the Kremlin.

Yevgeny Chichvarkin, a mobile-phone tycoon who complained publicly about official
corruption, fled Moscow for London in 2009 and was later accused of kidnapping and blackmail.
Mr. Chichvarkin, who met for an interview in a fashionably moth-eaten pink cardigan and gaudy
pantaloons, now owns Hedonism, a Mayfair wine shop where one bottle of vintage cognac is
priced at $340,000.

Mr. Chichvarkin said he had realized that he was under surveillance shortly after moving here,
when he observed a group of two or three men standing for hours around 100 yards from his
front door. Peering at them more closely, he saw that they were passing the time by peeling and
eating sunflower seeds, a habit common among men from the Russian countryside.



“Stirlitz had arrived,” he said, referring to an iconic K.G.B. agent, the hero of a 1973 television 
series set in Nazi Germany, “Seventeen Moments of Spring.” 

  Yevgeny Chichvarkin, who fled 
Moscow for London in 2009, at his wine shop in Mayfair. Credit Andrew Testa for The New 
York Times  

Still, Mr. Chichvarkin said he felt far safer in London than in Moscow, particularly after the 
2015 assassination of the prominent opposition leader Boris Y. Nemtsov. He said that Russian 
security personnel were far more constrained on British soil — “In Moscow, they can use guns,” 
he said — and that he had been deeply impressed by British policing and rule of law. 

“I think they do more than all the other countries in the European part of the world,” he said. 

Mikhail B. Khodorkovsky, a Russian tycoon who served a decade in a Russian prison and 
received asylum here last year, wanders London without bodyguards, and can be seen in line for 
takeout coffee at the sandwich chain Pret a Manger. For his part, Mr. Ashurkov, who was 
granted political asylum in March 2015, learned to relax in London after what he described as “a 
period of paranoia.” 

“I know that Russian security services are capable of assassinations in London or any part of the 
world if a decision is made in Moscow, but you cannot think about it all the time,” he said. 

Other opposition figures, however, say they are constantly on alert. 

Mr. Skripal is the second former Russian agent to be poisoned on British soil, after the 2006 
killing of Alexander V. Litvinenko, which, a British inquiry concluded nearly 10 years later, was 
in all likelihood ordered by the Kremlin. The British government took modest countermeasures, 
and the two men accused of the killing remain at large in Russia. 

Bill Browder, a wealthy investor who has led international campaigns to impose sanctions on 
Mr. Putin and his associates over corruption and human rights violations, says the poisoning of 
Mr. Skripal means that people like him are at greater risk. 

"Stirlitz had arrived," he said, referring to an iconic K.G.B. agent, the hero of a 1973 television
series set in Nazi Germany, "Seventeen Moments of Spring."

Yevgeny Chichvarkin, who fled
Moscow for London in 2009, at his wine shop in Mayfair. Credit Andrew Testa for The New
York Times

Still, Mr. Chichvarkin said he felt far safer in London than in Moscow, particularly after the
2015 assassination of the prominent opposition leader Boris Y. Nemtsov. He said that Russian
security personnel were far more constrained on British soil — "In Moscow, they can use guns,"
he said — and that he had been deeply impressed by British policing and rule of law.

"I think they do more than all the other countries in the European part of the world," he said.

Mikhail B. Khodorkovsky, a Russian tycoon who served a decade in a Russian prison and
received asylum here last year, wanders London without bodyguards, and can be seen in line for
takeout coffee at the sandwich chain Pret a Manger. For his part, Mr. Ashurkov, who was
granted political asylum in March 2015, learned to relax in London after what he described as "a
period of paranoia."

"I know that Russian security services are capable of assassinations in London or any part of the
world i f  a decision is made in Moscow, but you cannot think about it all the time," he said.

Other opposition figures, however, say they are constantly on alert.

Mr. Skripal is the second former Russian agent to be poisoned on British soil, after the 2006
killing of Alexander V. Litvinenko, which, a British inquiry concluded nearly 10 years later, was
in all likelihood ordered by the Kremlin. The British government took modest countermeasures,
and the two men accused of the killing remain at large in Russia.

Bill Browder, a wealthy investor who has led international campaigns to impose sanctions on
Mr. Putin and his associates over corruption and human rights violations, says the poisoning of
Mr. Skripal means that people like him are at greater risk.

http://tvtropes.org/pmwiki/pmwiki.php/Series/SeventeenMomentsOfSpring
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https://www.nytimes.com/2014/10/03/world/europe/mikhail-khodorkovsky-ex-oil-tycoon-plans-to-lead-political-movement.html
https://www.nytimes.com/2016/01/22/world/europe/alexander-litvinenko-poisoning-inquiry-britain.html


“The British government has created a dangerous situation by not creating consequences for 
Litvinenko,” said Mr. Browder, who has lived in London for three decades and has British 
citizenship. “If there is no reaction for Skripal after Litvinenko, then there is a high probability I 
will be killed next.” 

  Boris Berezovsky, center, addressing 
the news media outside High Court in central London in 2012. He was found dead the next year. 
Credit Andrew Cowie/Agence France-Presse — Getty Images  

For years, the fulcrum of London’s anti-Putin opposition was Boris A. Berezovsky, a billionaire 
who broke bitterly with Mr. Putin and received political asylum in 2003. Lord Timothy Bell, 
who was close to Mr. Berezovsky, said he had often sat in public places as his friend pointed out 
the agents following him. 

“They weren’t with anybody,” he said. “They weren’t sitting sociably. They were staring. It was 
unnerving. You got used to it after a while.” 

Mr. Berezovsky employed high-priced security services, staffed by former officers in the Israeli 
military or French Foreign Legion. But the cost became unmanageable as his fortune diminished, 
and the number gradually dropped from six to four to three to two, Mr. Bell said. Only one 
bodyguard was guarding him in 2013, when he was found dead in the locked bathroom of a 
manor house. 

“I suppose it was not worth paying for, since it didn’t protect him in the end,” Mr. Bell said. 

The coroner in the case said, the next year, that it was impossible to say whether Mr. Berezovsky 
had killed himself or been murdered. Mr. Chichvarkin, another friend, recalled that Mr. 
Berezovsky had regarded his security detail with a degree of fatalism. 

“He used to say, ‘He’s not a bodyguard, he’s a witness,’” he said. 

David D. Kirkpatrick contributed reporting. 
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