
THE MANCHESTER ATTACK: ASSESSING
THREATS TO MAJOR EVENTS AND SOFT
TARGETS

From Paris to Istanbul, sports and entertainment venues, to include stadiums, convention centers
and  arenas  –  often  easily  accessed  and  filled  with  large  groups  of  people  –  have  become
increasingly attractive targets. While there is a history of targeting stadiums around the world,
the increased prevalence of these attacks, along with new tactics, may forecast future activity that
requires both public and private  sector  stakeholders  to  examine  existing  efforts and  implement
new measures to enhance safety and security.

Bottom Line Up Front

The Manchester attack serves as a reminder that those associated with sporting
and entertainment venues – whether as employees or as visitors – should
maintain awareness of the global threat landscape and ongoing targeting of
public gatherings.
The prevalence of attacks on soft targets requires a focus on assessing and
enhancing plans, policies, and procedures related to physical security, from
counter-surveillance and crowd control to resource deployment and incident
response.
As internal security efforts improve, venues may face increasing threats of attack
at the perimeter, outside of security check points, such as ingress/egress routes
and transportation hubs. 
Event planners, facility managers, corporate sponsors, attendees and others will
benefit from the development and implementation of security plans that are
reflective of the threat to those areas drawing large gatherings of people.

Incident Overview

At 10:33 PM local time, an individual,
now identified as a 22-year-old British
man, detonated an explosive device

IntelReport t r  fin

THE MANCHESTER ATTACK: ASSESSING
THREATS TO MAJOR EVENTS AND SOFT
TARGETS

From Paris to Istanbul, sports and entertainment venues, to include stadiums, convention centers
and arenas — often easily accessed and filled with large groups o f  people — have become
increasingly attractive targets. While there is a history of targeting stadiums around the world,
the increased prevalence of these attacks, along with new tactics, may forecast future activity that
requires both public and private sector stakeholders to examine existing efforts and implement
new measures to enhance safety and security.

Bottom Line Up Front

• The Manchester attack serves as a reminder that those associated with sporting
and entertainment venues — whether as employees or as visitors — should
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man, detonated an  explosive device



near one of the exits at Manchester
Arena following an Ariana Grande
concert. The site of the explosion was
close to Victoria Station, and the
suspect bypassed the auditorium
security checks to detonate the device
he was carrying as crowds left the
event. Chaos ensued as thousands of
attendees evacuated the arena. 22
people were killed, including several
children, and at least 59 were
wounded. 

 

Claims of Responsibility

Immediate attention turned to any claim of responsibility, with a high degree of
speculation placed on the so-called Islamic State, or IS. Analysis of terrorist attacks
from Baghdad to Brussels have typified the Islamic State’s messaging strategy: an
initial event followed by an intense propaganda and media campaign, as the group
claims credit for the attack. 

While IS claimed credit for the Manchester attack through its semi-official propaganda
outlet “Amaq,” crucial questions remain unanswered. Similar to the aftermath of the
attack in San Bernardino, California, there is a lack of clarity as to what extent, if any,
IS may have actually been involved in this incident, let alone directed the attack.

Among the outstanding questions are the extent to which members or supporters of IS
had contact with the alleged offender; what training or guidance, if any, the alleged
offender may have received, and; whether such training or contact took place while on
foreign travel, in the U.K., or both. There are reports that the alleged offender, whose
parents came to England from Libya as refugees, had recently traveled abroad, with
some reporting that he traveled to Libya, Syria or both.

Target Selection

The targeting of the Manchester Arena,
considering the recent attacks at the
Stade de France in Paris, France in
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November 2015 and Besiktas Football
Stadium in Istanbul, Turkey in
December 2016, suggests a continued
focus on soft, accessible targets,
particularly those with large gatherings
of civilians, rather than military,
government, and law enforcement
installations. Soft targets typically
maintain relatively less protective
measures, provide easy ingress and
egress, and facilitate higher levels of
fear, disruption, and casualties with the
gathering of civilians in a single
location.

Soft Targets

Soft targets have become increasingly attractive to would-be attackers in recent years
for a myriad of reasons, as demonstrated by a significant number of attacks or threats
focusing on stadiums, such as those in Madrid, Paris, Istanbul as well as prior events
in the United Kingdom. Soft targets can be a particularly lethal venue as many people
are gathered in confined spaces, largely unprepared to respond to an attack and with
little visible security. Due to their accessibility and abundance, soft targets remain
vulnerable to attack, to include those – such as stadiums – where higher than average
security forces, law enforcement and other deterrents are often not only present but
highly visible. The number of soft targets, overlapping authorities between public and
private sector security, and limitations in resources all present challenges. In addition,
the media attention generated by these events can be an additional driver for attacks
such as those that occurred in Manchester. Images and video taken by attendees or
bystanders available through social media broadcast the chaos, panic and fear created
by attacks, as they happen, around the world. 

With respect to international sports and entertainment events, the impact of attacks on
what these entities and their brands represent is a critical component of why would-be
attackers choose these targets. The dynamic, multi-cultural nature of these events –
attracting large, diverse crowds with a mixture of individuals from different religious,
age, ethnic and socioeconomic backgrounds – and the nature of the activities can be a
motivating factor for terrorists. Lastly, soft targets provide one of the most crucial
elements for those motivated to violence; a capacity to instill fear in people.
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Current Threat Overview

While IS has claimed responsibility for the Manchester attack, it is not the only group
that has recommended tactics and targets similar to this attack. 

The 12th edition of Inspire, al-Qaeda in the Arabian Peninsula’s (AQAP) English-
language magazine, published in 2014, urged those living in the U.S. or Europe to
conduct attacks at home, providing instructions on the construction of car bombs using
easily accessible materials and recommending that terrorists target individuals in
dense crowds, rather than buildings, to maximize casualties. The issue specifically
mentions “sports events in which tens of thousands attend, election campaigns,
festivals and other gathering[s]” as targets and that the “best time” is following events
“when huge crowds leave the stadium.”

Following the 2015 Paris attacks, Dabiq, the Islamic State’s magazine that is published
in numerous languages, celebrated that France’s “nationwide state of emergency was
declared because of the actions of eight men armed only with assault rifles and
explosive belts.” The issue following the attacks in Brussels in 2016 notes, "Paris was
a warning. Brussels was a reminder […] What is yet to come will be more devastating.”

Further, in mid-May 2017, al-Qaeda released another message from Hamza Bin Laden
– the son of Osama bin Laden – whose public profile in the terror organization is on the
rise. In the audio message, bin Laden called for ‘martyrdom’ attacks in the West; a
week earlier, the same call for inspired attacks was made by Qasim al-Raymi, leader of
al-Qaeda in the Arabian Peninsula.

Prior Warnings

In June 2016, the U.S. Department
of Homeland Security issued a
National Terrorism Advisory System
bulletin noting that prior events
indicated that terrorists may consider
“a diverse and wide selection of
targets for attacks” and that
“terrorist-inspired individuals and
homegrown violent extremists may
be encouraged or inspired to target
public events or places.” 
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Following that, in August 2016, DHS and the FBI issued a joint bulletin to law
enforcement noting that analysis indicated that terrorist-inspired individuals and HVE’s
appear to have shifted their focus to target attacks on civilian venues to include
entertainment venues, sports stadiums, religious institutions and public gathering
places such as restaurants, as opposed to facilities associated with law enforcement,
military and the government.

Moreover, the U.K. government previously warned British citizens traveling to the
European Championships in France, known as Euro 2016, that "stadiums, fan zones,
venues broadcasting the tournament and transport hubs and links represent potential
targets for terrorist attacks.” 

Similar-Style Attacks

 

Stadiums and similar venues have long been a desirable target for attacks:

•    1996 - Atlanta, Georgia, United States; a bombing at Centennial Olympic Park kills
one person and leaves 111 injured 

•    2002 – Madrid, Spain; a car bomb is detonated by the Basque separatist group
E.T.A. near the Bernabau, Madrid’s main stadium, injuring nine

•    2002 – Karachi, Pakistan; an attack on the hotel where the New Zealand cricket
team was staying leaves 14 dead 

•    2008 – Weliveriya, Sri Lanka; a suspected Tamil Tiger suicide bomber detonated a
device at the start of a marathon celebrating the start of Sri Lanka’s new year; 15
people were killed and over 100 were injured

•    2009 – Lahore, Pakistan; Lashkar-e-Jhangvi militants target the Sri Lankan cricket
team, killing six officers and injuring several team members 

•    2013 – Boston, Massachusetts, United States; two bombs detonated near the finish
line of Boston Marathon, killing three people and injuring more than 260. In the
subsequent manhunt for the offenders, Massachusetts Institute of Technology Police
Officer Sean Collier is murdered by the offenders as he sits in his squad car

•    2015 – Paris, France; three suicide bombers detonate themselves outside the
Stade de France, resulting in one death

•    2016 – Istanbul, Turkey; two explosions caused by a car bomb and a suicide
bomber in front of and nearby, respectively, to Vodafone Arena occurred, killing 48
people and injuring 166 others

Following that, in August 2016, DHS and the FBI issued a joint bulletin to law
enforcement noting that analysis indicated that terrorist-inspired individuals and HVE's
appear to have shifted their focus to target attacks on civilian venues to include
entertainment venues, sports stadiums, religious institutions and public gathering
places such as restaurants, as opposed to facilities associated with law enforcement,
military and the government.

Moreover, the U.K. government previously warned British citizens traveling to the
European Championships in France, known as Euro 2016, that "stadiums, fan zones,
venues broadcasting the tournament and transport hubs and links represent potential
targets for terrorist attacks."

Similar-Style Attacks

Stadiums and similar venues have long been a desirable target for attacks:

• 1 9 9 6  - Atlanta, Georgia, United States; a bombing at Centennial Olympic Park kills
one person and leaves 111 injured

• 2 0 0 2  — Madrid, Spain; a car bomb is detonated by the Basque separatist group
E.T.A. near the Bernabau, Madrid's main stadium, injuring nine

• 2 0 0 2  — Karachi, Pakistan; an attack on the hotel where the New Zealand cricket
team was staying leaves 14 dead

• 2 0 0 8  — Weliveriya, Sri Lanka; a suspected Tamil Tiger suicide bomber detonated a
device at the start of a marathon celebrating the start of Sri Lanka's new year; 15
people were killed and over 100 were injured

• 2 0 0 9  — Lahore, Pakistan; Lashkar-e-Jhangvi militants target the Sri Lankan cricket
team, killing six officers and injuring several team members

• 2013— Boston, Massachusetts, United States; two bombs detonated near the finish
line of Boston Marathon, killing three people and injuring more than 260. In the
subsequent manhunt for the offenders, Massachusetts Institute of Technology Police
Officer Sean Collier is murdered by the offenders as he sits in his squad car

• 2015— Paris, France; three suicide bombers detonate themselves outside the
Stade de France, resulting in one death

• 2 0 1 6  — Istanbul, Turkey; two explosions caused by a car bomb and a suicide
bomber in front of and nearby, respectively, to Vodafone Arena occurred, killing 48
people and injuring 166 others



Source: Google Maps

Evolving Threat

The increased security presence inside venues such as the Manchester Arena suggest
that more attacks may be targeted at the perimeter, where security is diminished.
Attacks at the perimeter – as demonstrated in the attacks at the Ataturk and Brussels
airports just outside of security checkpoints, the attempt to lure attendees at the Stade
de France outside with one attacker to be struck by two secondary devices, and the
attack in Istanbul at Vodafone Arena – maintain the capacity to inflict harm to large
numbers of people.

In addition to increasingly targeting the perimeter of soft targets, adversaries may
attempt to seek out alternative means of attack. Ahead of the 2016 Superbowl, there
were several instances of vandals cutting fiber optic cables in close proximity to the
venue and in surrounding areas; there is a possibility that the vandals were attempting
to test disruption to network service as related to a potential attack. In addition, drone
technology presents an increasingly prevalent challenge. With more than 700,000
drones sold in 2015, as drones serve as a threat to present aviation assets, facilitate
unauthorized recording, and can inflict harm on event-goers. 

Further, IS and other groups have continued to attempt cyber-attacks in a variety of
forms. In April 2016, IS-linked hackers posted the names and personal information of
over 3,000 New Yorkers, and in March, a pro-IS group called the “Cyber Caliphate
Army” hacked the New Jersey Transit Police website and posted the names and
personal information of 55 officers, encouraging attacks. With respect to larger scale
cyber-attacks, a December 2016 report by Europol noted, while “the cyber capabilities
of terrorist groups are still relatively low, […] the possibility of terrorist-affiliated cyber
groups engaging in cyber warfare sponsored by Nation States - those with capacities
to engage in this type of attacks - should not be discounted.” 
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Given the increased and changing threat dynamic, event organizers and facility
owners/managers will have to commit to long-term strategic and tactical security
enhancements to ensure the safety and security of venues and stakeholders alike.

While major entertainment and sporting events, such as concerts, awards ceremonies,
national championships and events such as the World Cup and Olympics, have long-
recognized the need for vigilant security, the implications from current threats would
suggest a new consideration of preparatory measures and escalated security.

In addition, the threats faced demonstrate a repeated pattern of attempting to locate
weaknesses in systems and exploit fears. As such, lower profile events – such as
minor league and college sports as well as smaller venues – may provide attractive
targets. This will require enhanced coordination between public and private sector
entities in addition to improved planning, assessment, and training related to access
control, crowd management and related areas. Specific focus must be made on
broadening and strengthening security beyond traditional perimeters.

Venue Security and Access Control 

Undertake a comprehensive threat and vulnerability assessment that covers
Testing & Evaluation (T&E); Design, Install and Integration; Standards and
Specifications, and; Operations. 
Consider the adoption of the “Three Rings” framework, to include:
Initial soft/visual check of every vehicle and individual approaching the venue,
where the checkpoint(s) are at a significant distance to the venue itself, with no
potential to attack a mass gathering of individuals.
Baggage screening at time of check-in.
Individual personal screening at points of ingress.
Close monitoring of points of egress to ensure no reverse entry.
Most importantly, ensure a highly visible security presence in the non-secure
areas of the venue, e.g., perimeter.
The volume of individuals gathering at venues makes it difficult to ensure a
constant and highly visible security presence, thus this security presence should
include an increased number of visible, armed law enforcement officers rather
than unarmed personnel. 
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Ensure appropriate levels of observation and enforcement staffing, with relevant
response support. 
Armed officers should be focused in areas other than organized security
checkpoints where there is less oversight and visibility for security personnel. 
Leverage a combination of structures, natural barriers and fence boundaries to
deter and delay unauthorized access.  
Engage in strategic outreach and partnership building with relevant stakeholders
to ensure continuity of operations and enhance situational awareness.
As security increases, the management of crowd movements in a controlled and
deliberate fashion – ensuring that if an incident does occur, greater security
issues and concerns are not created – is critical; the utilization of effective traffic
and crowd flow in a controlled manner becomes necessary.

 

Law Enforcement Coordination and Incident Response

Coordinate with local and federal law enforcement, as well as emergency
responders and public health organizations, to facilitate information sharing and
develop coordinated and comprehensive emergency operations plans.
Develop mass evacuation procedures, to include considerations for individuals
with special needs.
Review and exercise emergency operations plans and related procedures to
ensure they are up-to-date and all personnel are prepared for a potential
incident.
Test and repair electronic security systems and communications equipment to
ensure they operate as designed.
Form an incident response team for rapid response to emerging and ongoing
events at target site.

 

Employees Preparedness

Provide employees with a comprehensive training related to suspicious activity
reporting, IED/VBIED awareness/recognition, and active threat preparedness as
well as response, to include:

o Indicator awareness and vigilance: “if you see something, say something."

Encourage employees to challenge unknown or suspiciously behaving people in
employee-only or secure areas if they are not wearing appropriate identification;
are not accompanied by an appropriate escort; have an appearance that is
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employee-only or secure areas if they are not wearing appropriate identification;
are not accompanied by an appropriate escort; have an appearance that is



inconsistent with the workplace dress code; appear to be lost; or are asking for
directions to specific areas.
Request that employees remain alert to any individuals who behave suspiciously
or engage in unusual actions, such as nervousness; evasive attitude; undue
concern with privacy by guests or visitors; attempts to gain access to restricted
areas; and taking notes, pictures or videos of the workplace, especially building
and parking garage entrances and exits.
Ask employees to be aware of any unusual substances; fumes, odors or liquids
coming from packages; disassembled electrical components such as wires,
circuitry boards or batteries; plans, drawings, schematics or maps; and letters or
packages with suspicious contents such as white powder or photographs of the
workplace, oil, or grease spots, an inaccurate address, or excessive postage or
packaging.
Require employees to immediately notify a supervisor or security personnel if
they observe a breach in the security perimeter, such as a door propped open or
a suspicious package or items. 

o Run, Hide, Fight and similar methodologies

RUN: Have an escape route and plan in mind; leave your belongings behind;
keep your hands visible
HIDE: Your second option should be to hide; do not huddle together as it makes
one easy target; lock and barricade doors and shut off lights
FIGHT: Fighting is a last resort to be used only when your life is in imminent
danger; attempt to incapacitate the active shooter; find an object to use as a
weapon such as a fire extinguisher or chair.

 

 
The Soufan Group advises governments and corporations on policy, strategy,

security, and risk management. Our training programs, advisory services, and

intelligence products arm our clients with the essential knowledge and skills to

prepare for, manage, and respond to constantly evolving security needs. For

more information on TSG services, please inquire at info@soufangroup.com.
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The Soufan Group advises governments and corporations on policy, strategy,
security, and risk management. Our training programs, advisory services, and
intelligence products arm our clients with the essential knowledge and skills to

prepare for, manage, and respond to constantly evolving security needs. For
more information on TSG services, please inquire at info@soufangroup.com.
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